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Smartr365 Privacy Policy for End Users 

Smartr365 Finance Limited is committed to safeguarding your privacy and ensuring the security of your 
personal information. This Privacy Policy outlines our practices as a Data Processor, regarding the 
collection, use and sharing of personal data for end customers on behalf of our clients 
(brokers/intermediaries/ introducers). We have a separate Privacy Policy for professional business clients, 
which can be found here. 

WHAT DOES THIS POLICY COVER? 

This Privacy Policy relates to end clients whose broker/intermediary/introducer uses the Company 
platform to capture, store and process personal information.  It also outlines how we comply with data 
protection obligations when processing personal data on behalf of our clients as a Data Processor. Please 
take a few minutes to read it and show it to anyone else connected to the product/service we provide.  

WHAT IS PERSONAL INFORMATION? 

When we refer to personal information, we mean information about an individual that can identify them, 
such as their name, address, email address, telephone number and other contact or financial details. Any 
reference to “information” or “data” in this Privacy Policy is a reference to personal information about a 
living individual. 

WHAT INFORMATION DO WE HOLD? 

We may collect and process certain personal information and data about you to provide our products and 
services effectively. The information we collect may include but is not limited to: 

Type of data Description Examples of how we use it 

Contact 
Details 

• Address and Location 
• Contact Details 
• Proof of Address 

• Servicing your product 
• Marketing 
• Analysis & profiling 
• Enhancing our product and 

service offering 
• Product development and 

pricing 

Identity and 
Biometric Data 

• Names and Previous Names 
• Date of Birth 
• Visual Images & Personal 

Appearance 
• Usernames or Unique ID 
• Facial Recognition Data 
• Proof of ID (Passport / Driver’s 

License) 
• National Insurance Number 

• Marketing 
• Analysis & profiling 
• Product development and 

pricing 

Social and 
Demographic 

Data 

• Title 
• Age 
• Gender 
• Nationality 
• Marital Status 

• Marketing 
• Analysis & profiling 
• Product development and 

pricing 

http://docs.smartr365.com/legaldocuments/Smartr365%20Privacy%20Policy.pdf
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Type of data Description Examples of how we use it 

• Race or Ethnicity 
• Family Details / Dependents 
• Lifestyle and Social 

Circumstances 
• Immigration and Residency 

Status 

Financial 
Information / 
Transactional 

• Payment Details 
• Purchase History and 

Transactions 
• Bank Account Details (Bank 

Statements) 
• Proof of Income (Payslips) 
• Source of Funds Verification 
• Details of Financial Assets and 

Other Sources of Income 
• Proof of Monthly Expenditure / 

Financial Commitments 
• Outstanding Loans, Credit 

Balances and Other Debts 
• Property & Mortgage Offer 

Details 
• Certified Accounts (self-

employed) 
• HMRC Income Summaries and 

Tax Calculations (self-
employed) 

• Business Bank Statements 
(self-employed) 

• Servicing your product 
• Making sure our products and 

services are fit for purpose 
• Analysis and profiling 
• Enhancing our product and 

service offering 

Professional or 
Employment-

related 
Information 

• Current Employment Details  
• Employment History 
• Self-Employment Information 

• Servicing your product 
• Making sure our products and 

services are fit for purpose 
• Enhancing our product and 

service offering 

Documentary 
Data and 
National 

Identification 
Documents 

• Proof of ID (Passport / Driver’s 
License) 

• Immigration and Residency 
Documents (Visa etc.) 

• Marriage Certificate 
• Proof of Address (Utility Bills) 

• Complying with statutory 
regulations, such as KYC 
checks and preventing 
financial crime 

Profile / 
Behavioural 

Details 

• Requests for Support 
• Feedback, Survey or Research 

Responses 
• Training Undertaken or 

Attendance to an Event 
• Browsing History 

• Servicing your product 
• Making sure our products and 

services are fit for purpose 
• Performing data analysis and 

research to improve our 
products and services  
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Type of data Description Examples of how we use it 

• Other Ways You Interact with 
Our Services and Products 

• Enhancing our product and 
service offering 

• Personalising and enhancing 
the user experience 

Contractual 
Data and Third 
Party Support 

• Your Formal Agreements with 
Your Broker or the Company, 
Including Fee Arrangements 
and Consent Forms. 

• Third Parties Supporting the 
Contractual Transaction 
(Accountant, Solicitor, Doctor 
and Guarantor Details) 

• Product development and 
pricing 

• Making sure the product is right 
for you 

Consent & 
Preferences 

• Ways You Want Us and Our 
Partners to Market to You 

• Your Communication and 
Marketing Preferences 

• Your Preferred Communication 
Formats. Including any 
accessibility needs (e.g. 
braille, large print) 

• Marketing and servicing 

Technical or 
Security Data 

• Details on the Devices and 
Technology You Use 

• Login Details 

• Making sure our products and 
services are fit for purpose 

Communication 
Data 

• Email Correspondence 
• Chat Logs/ Other Social Media 
• Text Messages 

* We do not record your calls 
but log meetings conducted 
with your broker 

• Managing and servicing your 
business relationship 

• Analysis and profiling 
• Enhancing our product and 

service offering 

Special 
Category Data 

• Medical History and 
Treatments You Receive 

• Insurance-Related Health 
Disclosures 

• Health Metrics (e.g. BMI, 
weight and height)) 

• Making sure our products and 
services are fit for purpose 

• Product development and 
pricing 

Criminal and 
Regulatory 
Screening 

• Anti-Money Laundering (AML) 
and Sanctions Screening 

• Politically Exposed Person 
(PEP) Status 

• Credit History (including 
bankruptcies, defaults or 

• Complying with statutory 
regulations and preventing 
financial crime 

• Making sure our products and 
services are fit for purpose 

• Product development and 
pricing 
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Type of data Description Examples of how we use it 

County Court Judgments 
(CCJs)) 

• Criminal Records (including 
convictions and regulatory 
offences) 

Open Data & 
Public Records 

• Other Information About You 
that is Openly Available on the 
Internet. 

• Product administration 

Anonymised 
and Aggregated 

Data 

• Anonymised and Aggregated 
Demographic Information 
Collected About You. 

• Statistics About How 
Applications and Documents 
are Processed Through Our 
Platform.   

* Aggregated, anonymised data 
is not personal information 
subject to this Privacy Policy. 
This data is stripped of 
personally identifiable 
information and combined with 
data from other clients to 
produce market insights and 
trends or for any other purpose. 
We may also share aggregated 
and anonymised information 
with our business partners. 

• Identifying market trends and 
conducting industry research 

• Generating performance and 
operational insights for our 
clients 

• Enhancing our product and 
service offering 

 

WHERE DO WE GET OUR INFORMATION FROM? 

Information we process about you is either entered into the Smartr365 platform by a broker, intermediary 
or introducer or directly by you following an initial consultation with your broker/intermediary/introducer. 
In some cases, we may also process information obtained from publicly available sources (such as 
company registries or government databases) or from licensed third-party data providers, where lawful and 
appropriate. To understand where your broker, intermediary or introducer sourced your information, you 
would need to speak to them directly.  

We use cookies and similar tracking technologies to enhance your experience on our platform. For detailed 
information on how we use cookies, please refer to our Cookie Policy. 

HOW DO WE USE YOUR INFORMATION? 

We use personal information that we hold about you: 

• To carry out our responsibilities resulting from any agreements you have entered into with us and to 
provide you with the information, products and services that you have asked from us. 
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• To provide you with marketing information about services and products we offer that may be of interest 
to you. If you have opted in to receive marketing from us, based on your marketing preferences, we may 
deliver this information by post, telephone, email, SMS or personalised online marketing via our own 
platform, social media platforms and/or other third party websites e.g. YouTube. Please note that if you 
choose not to receive online marketing, you will not see personalised messages using your personal 
data, however you may still see generic online advertising about our products and services.  

We may also send marketing to you using our “legitimate interests”, please see below for further 
information. 

• To inform you about changes to our services and products. 
• To comply with any applicable legal or regulatory requirements (including “know your customer” 

checks, or compliance with any relevant regulatory reporting or disclosure requirements). 
• For conducting market research, statistical analysis and customer profiling to help us to improve our 

processes, products and services and generate new business (e.g. to understand digital behaviours, 
identify financial attitudes and develop more engaging communications). 

• To define our pricing and product / service development strategies. 
• To operate our business efficiently and appropriately. This includes testing our systems, managing our 

financial position, business capabilities, planning, communications, corporate governance, and audit. 
• For any other purpose that we have agreed with you from time to time. 

When you apply for a product or to receive a service from us, the application form you fill out or the resulting 
contract may contain additional conditions relating to the way we use and process your personal 
information. These will apply in addition to the uses described in this document. 

In some cases, we may use software or systems to make automated decisions (including profiling) based 
on the personal information we have or collect from others. This may include the use of automated tools 
or technologies to help deliver and improve our services and user experience. These may include: 

• The prevention and detection of fraud and financial crime: To perform transaction monitoring, identity 
verification, money laundering and sanctions checks, and to identify politically exposed individuals. 
We are required by law to perform these activities which may be achieved using solely automated 
means to make decisions about you. We may use these activities to decline the services you have 
requested or to stop providing existing services to you. 

• Servicing activities such as: (i) Personalising the content and design of communications and online 
services and (ii) Determining when to provide tailored communications about your product (e.g. as a 
result of changes in your personal circumstances or lifestyle) and the appropriate channel(s) to use 

• Identifying market trends, conducting research and providing insights to our clients 

These may be achieved using profiling in order to predict certain characteristics about you (e.g. your 
economic situation, interests, personal preferences or transactional behaviour). The activities will not have 
a detrimental effect on you.  

These processes do not result in decisions that have a legal or similarly significant effect on you without 
appropriate human involvement. 

USING YOUR INFORMATION IN ACCORDANCE WITH DATA PROTECTION LAWS 

Data protection laws require us to meet certain conditions before we can use your personal information as 
described in this Privacy Policy. We take these responsibilities extremely seriously. To use your personal 
information, we will rely on the following conditions, depending on the activities we’re carrying out: 

Providing our contracts and/or services to you: We will process your personal information to fulfil our 
responsibilities arising from any agreements you have entered into with your broker, intermediary or 
introducer and to provide you with the information, products and services you have requested, which may 
include online services. 
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Compliance with applicable laws: We may process your personal information to comply with any legal 
obligation we are subject to. 

Legitimate interests: To use your personal data for any other purpose described in this Privacy Policy, we 
will rely on a condition known as "legitimate interests". It is in our legitimate interests to collect your 
personal data as it provides us with the information we need to provide our services to you more effectively. 
We may use your information to: 

• Conduct market research and product development which can include creating customer 
demographics and/or profiling. 

• Send marketing information, via post only, to customers who have a relevant and appropriate 
relationship with us. 

• Develop and test the effectiveness of marketing activities. 
• Develop, test and manage our brands, products and services. 
• Study and manage how our customers use products and services from us and our business partners. 
• Manage risk for us and our customers. 

We carry out appropriate Legitimate Interests Assessments (LIAs) to ensure that such processing is 
necessary, proportionate and does not override the rights and freedoms of individuals. This requires us to 
assess our interests in using your personal data against the interests you have as a citizen and the rights 
you have under data protection laws. 

The outcome of this assessment will determine whether we can use your personal data in the ways 
described in this Privacy Policy (except in relation to marketing, where we will always rely on your consent). 
We will always act reasonably and give full and proper consideration to your interests in carrying out this 
assessment. 

Consent: We may process your personal information for different purposes where you have provided your 
consent to do so. We may provide you with marketing information about our services or products. This 
includes managing your communication and marketing preferences, including how you want us and our 
selected partners to market to you. You can opt out of marketing at any time by contacting us via email or 
telephone. 

Special category (sensitive) data: We may process special category data about you as a Data Processor 
to provide you with the information, products and services you have requested 

Criminal conviction data: We may process this type of information as a Data Processor and solely for the 
purpose of preventing fraud. 

Please be aware that the personal information you provide to us, and which we collect about you, is 
necessary for us to be able to provide our services to you and without it we may not be able to do so. 

HOW LONG DO WE KEEP YOUR INFORMATION FOR? 

We will retain your personal information in accordance with our internal retention policies. The length of 
time we retain it will be determined by the minimum retention periods required by law or regulation. We will 
only keep your personal information beyond this period if there is a legitimate and demonstrable business 
reason to do so. Once the data is no longer needed, we will securely dispose of it. 

WHO DO WE SHARE YOUR PERSONAL INFORMATION WITH? 

We will not sell, rent or lease your personal data to third parties for them to market to you. We will only 
disclose your information to: 

• Other third-party suppliers, contractors and service providers for the purposes listed under “How do 
we use your information” above. 
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• Selected third parties, so that they can contact you with details of the services that they provide, where 
you have expressly opted-in or consented to the disclosure of your personal data for these purposes. 

• Our regulators, government (e.g. HMRC) and law enforcement or fraud prevention agencies, as well as 
our professional advisers. 

In addition we may disclose your personal information to third parties: 

• In the event that we sell or buy any business or assets, in which case we will disclose your personal 
data to the prospective seller or buyer of such business or assets. 

• If we, or substantially all of our assets, are acquired by a third party, in which case personal data held 
by us about our customers will be one of the transferred assets. 

• To enforce or apply the terms of any contract with you. 
• If we are under a duty to disclose or share your personal data to comply with any legal obligation or 

regulatory requirements, or otherwise for the prevention or detection of fraud or crime. 
• To protect you and us from financial crime, we may be required to verify the identity of new and 

sometimes existing customers. This may be achieved by using reference agencies to search sources 
of information relating to you (an identity search). This will not affect your credit rating.  

• If you have been introduced to us by another company (e.g. bank, insurer, building society). 

Some services we use are supported by trusted third-party providers. Where this involves automated 
processing, we ensure appropriate safeguards are in place to protect your personal data. 

We may access and use from other countries the information recorded by fraud prevention agencies. 

We may share anonymised and aggregated data with third parties, such as business partners, advertisers 
and researchers, for research and analysis purposes. This data does not contain any personally identifiable 
information. 

DATA SECURITY 

We take data security seriously and employ reasonable administrative, technical, and physical measures 
to protect personal information from unauthorised access, disclosure, alteration, or destruction. However, 
no method of transmission over the internet or electronic storage is 100% secure, and we cannot guarantee 
absolute security. 

LINKS TO OTHER SITES 

Our Service may contain links to other sites that are not operated by us. If you click on any third party link 
from Smartr365, you will be directed to that third party’s site. We strongly advise you to review the Privacy 
Policy of every site you visit. We have no control over and assume no responsibility for the content, privacy 
policies or practices of any third party sites or services. 

TRANSFERRING YOUR DATA OUTSIDE THE EU 

The data that we collect from you may be transferred to, and stored at, a destination outside the United 
Kingdom or European Economic Area (“EEA“) to third-party suppliers, delegates or agents. We will take all 
reasonably necessary steps to make sure that your data is treated securely and in accordance with this 
Privacy Policy. 

We will only transfer your data to a recipient outside the UK or EEA where we’re permitted to do so by law. 
This includes where: 

• The transfer is subject to an adequacy decision by the UK or EU; 
• We have implemented Standard Contractual Clauses or International Data Transfer Agreements 

approved by the relevant authorities; or 
• The recipient is certified under an approved data protection framework. 
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In all cases, we take appropriate steps to protect your personal data. 

Unfortunately, sending information via e-mail is not completely secure; anything you send is done so at 
your own risk. Once received, we will secure your information in accordance with our security procedures 
and controls. 

YOUR RIGHTS 

You have rights under data protection law that relate to how your personal data is collected and processed. 
More information on these rights is available on the Information Commissioner’s Office (ICO) website. 

As a Data Processor, we process your data on behalf of your Broker, Intermediary, or another service 
provider (the Data Controller). Please direct any requests to exercise your rights to them in the first 
instance. We will support the Data Controller in responding to any valid request, as required under data 
protection law. 

 

Your rights 

1. The right to be informed about how your personal data is being collected, and processed, 
and for what purposes. 

 2. The right to access the personal data that we hold about you. 

 3. The right to make us correct any inaccurate personal data we hold about you 

 4. The right to make us erase any personal data we hold about you. This right will only apply 
where for example:  

• We no longer need to use the personal data to achieve the purpose we collected it for 
• You withdraw your consent if we’re using your personal data based on that consent 
• Where you object to the way we use your data, and there is no overriding legitimate 

interest  

 5. The right to restrict our processing of the personal data we hold about you. This right will 
only apply where for example: 

• You dispute the accuracy of the personal data we hold  
• You would like your data erased, but we require to hold it in order to stop its 

processing 
• You have the right to require us to erase the personal data but would prefer that our 

processing is restricted instead 
• Where we no longer need to use the personal data to achieve the purpose, we 

collected it for, but you need the data for legal claims.   

6. The right to receive personal data, which you have provided to us, in a structured, 
commonly used and machine-readable format. You also have the right to make us 
transfer this personal data to another organisation. This is known as your right to data 
portability. 

https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/lawful-basis-for-processing/legitimate-interests/
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Your rights 

 7. The right to object to our processing of personal data we hold about you (including for the 
purposes of sending marketing materials to you). 

8. The right to object to the processing of your personal data where we rely on our legitimate 
interests as the lawful basis. We will assess such objections in accordance with data 
protection law 

 9. The rights in relation to automated decision making and profiling: 

 10. The right to withdraw your consent, where we’re relying on it to use your personal data 
(subject to legal requirements). 

11. The right to lodge a complaint with a supervisory authority if you believe your rights have 
been violated 

 

CONTACTS AND COMPLAINTS 

Smartr365 Finance Limited complies with applicable data protection laws in the United Kingdom, 
including: 

• The EU General Data Protection Regulation (EU GDPR) and UK General Data Protection Regulation (UK 
GDPR) 

• The UK Data Protection Act 2018 
• PECR (Privacy & Electronic Communications (EU Directive) Regulations 2003 

Smartr365 has appointed an individual responsible for overseeing data protection compliance and 
ensuring that we meet our obligations under the above legislation. 

For any data protection inquiries, please contact us at dataprotection@smartr365.com or by visiting our 
website: https://www.smartr365.com/contact-us/.  

Smartr365 Finance Limited is registered in the UK under company number 10487227. Our registered 
address is 1 Queen Caroline Street, Hammersmith, London, W6 9YN, United Kingdom. We are registered 
with the Information Commissioner’s Office as a Data Controller. We are also a Data Processor when 
processing end-user data on behalf of our clients.   

If you have any concerns about the way we process your personal data or are not happy with the way we 
have handled a request by you in relation to your rights, you also have the right to make a complaint to the 
Information Commissioner’s Office. Their address is: 

First Contact Team 
Information Commissioner's Office 
Wycliffe House 
Water Lane 
Wilmslow 
SK9 5AF 
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CHANGES TO THIS PRIVACY POLICY 

We may update this Privacy Policy from time to time to reflect changes to our practices or for other 
operational, legal, or regulatory reasons. Any changes will be effective immediately upon posting the 
updated Privacy Policy on our website. Your continued use of the Service after the changes will signify your 
acceptance of those changes. 
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